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Abstract: In this paper we have implemented access control

security is the major concern. This system is widely used in
banking and financial institutions. The funds of people are stored
in digital wallet and its security is must. In order to enhance the
security of digital Electronic wallets system we have introduced

mechanism to develop an electronic wallet based system where
several security mechanisms such as one time password, Session ||
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based security, Cookies based security, Capcha, IP authentication, 9 77702347856124
Cryptography. Here we have discussed the threats to security of digital wallet.
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[1] INTRODUCTION

There are lots of electronic wallet bases
systems in market where people keep their
digital cash. Here they make purchase of
online recharge using this amount. Some
time in case of banks the same wallets are
used to make online fixed deposits or
recurring deposits.

There are lots of issues with existing
ecommerce system that are used to buy
online products. Usually buyer registers
themselves and place order. Their orders are
getting paid using net banking or credit card
/debit card or their digital wallet.

There are always threats to the existing
digital wallet system from hacker. Someone
may hack others digital wallet in order to
buy product. The objective of our research is
to enhance the security of digital wallet from
external attacks. There is always threat to

the personal details of user that are stored in
remote database. Their information must be

in such form that other person could not
access it.
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Fig 1. Existing Electronic wallet Model
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[2] OBJECTIVE OF RESEACH

The theme of this research is to secure the
digital wallet system in ecommerce
application and provide following features
to the system.

1. Encode the user data at the time of
storing in database.

2. Decode data when user login to
allow him to access his own account.

3. Restrict the user to make transaction
using pattern lock.

4. Making digital wallet available to
him if we is correctly logged in as
well as he has inserted correct
pattern lock.

5. More over at the time of transaction
from digital wallet one time
password would be generated so that
it could be access by user.

[3] PROPOSED WORK
The objective of proposed work is to make
security of user data during storage.

1. Providing Security to the user data at
the time of storing in database.

2. When user submits data from sign up
form then the information s
encrypted  using  cryptographic
algorithm so that hacker could not
access general information of user.

3. Allow user to access data when user
login to allow him to access his own
account.

4. Information of user is stored in
hidden form so user should be able
to access information at the time of
login. When user successfully logs in
then he could make the transaction to
buy the product.

5. Securing the transaction:

A pattern lock is applied to restrict
the user to make transaction. Once
user enters valid pattern he would be
eligible to perform transactions.

6. Securing digital wallet: Digital
wallet allows user to buy the product
from his own balance. In proposed
work we are making digital wallet
available to him if we is correctly
logged in as well as he has inserted
correct pattern lock.

7. One time password security during
transaction

8. At the time of transaction from
digital wallet one time password
would be generated so that it could
be access by user. This OTP could be
send to him using email or sms.

[4] PROPOSED MODEL

In proposed model the security mechanisms
to secure the digital wallet of customer are
introduced such as one time password,
storing encoded data in database and
applying pattern lock on transaction to make
them secure.
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Fig 2 Proposed Models
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[5] IMPLEMENTATION

In this section we are discussing the
implementation of electronic wallet system. This
system is beneficial for banking and financial
sector. User once login using this username and
password.

B Please Enter Your Information

=)

4 | forgot my password

Fig 3 Login for customer

A session is created for him then he becomes
able to access the resources as well as he could
modify his personal details in this panel.

The user is allowed to invest online in fixed
deposit and we could also view his account
statement.

Summary of return from saving and summary of
return from fixed deposit are shown in such
system.

@ Home { A Dashboard > Welcome Letter
) MR Welcome Letter »overview
& Profile

4 Request To Sponser

<A Account Activation

4 Create FD

= Requests v

E Downline Details v

T Profit Shared v
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2 Wallet v

@ Working Model v

Fig 4 Customer Panel

In customer panel user could select profit shared
to get details of return from saving and return
from fixed deposit and team commission.

Here the list of return from saving, return from
fixed deposit and team commission id displayed.

Returns from Saving A/c

Return from Fixed
Deposit

Team Commision

Fig 5 Profit shared details

Following menu represent the summary of coin
as well as wallet coin history, transfer history,

received history.

Coin Summary
Transfer Coin

Wallet to Coin History
Transfer History
Received History

Fig 6 Transaction of coin

Users are allowed to make fixed deposit from
the existing wallet balance in order to get
additional returns.
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Fig 7 Create Fixed Deposit

Customer could make activation of his own
account using balance fund in different
packages.

ACCOUNT ACTIVATION

Balance 432648
FROM_ID 1
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Fig 8 Account Activation

Customers are allowed to edit profile online
along with management of login password as
well as transaction password. If Customer need
to view account details then he use manage login
password. And if he want to make online

transaction then he use transaction password.

& Edit Profile
@; Manage Login Password

@, Manage Transaction Password

Fig 9 Account Setting

[6] SCOPE OF RESEARCH

Internet technology is changing way people live,
the way they compute, and the way they conduct
business. Nothing has changed more than the
way applications are designed, built, and
distributed. Web technology has brought us to a
new world of software engineering, with new
techniques, new tools, and a new design and
deployment environment. Technology brings
challenges, including competing architectures,
platforms, and tools, most of which are still
evolving. Developers are being challenged to
explore new methodologies and best practices to
address World Wide Web-specific development
issues, such as maintance of content-rich Web

applications, security, application scalability,
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and an ever-increasing demand for fast system
deployment by customers. Web application is an
essential element in E-commerce. They offer
system developers many challenges and
opportunities. Design and implementation of
successful Web application require a disciplined
approach that takes organization's long-term
development into consideration. Instead of
viewing an application as having a start and
finish, developers should treat Web applications
as living entities, constantly adjusting to the
changing business environment.

[7] CONCLUSION

The proposed system is far better than the
existing e-Wallet application. Here we have
introduced security at the registration level
as well as at transaction time. There is
always threat to digital wallet due to
hackers. We know that during online
transaction the security threat get increased.
So this research is an attempt to make e-
commerce system more secure and prevent
the unauthentic operations. System would
definitely help in securing e-commerce
transaction. There may be two cases of
online transaction. One is the situation when
users pay for product from his bank account.
Other situation is when user pays for
product from his digital wallet. There is
always risk to such situation as banking sites
have their own security mechanisms but the
security of users amount in digital wallet is
responsible is provided by its makers. Here
we have made such digital wallet and secure
it using pattern lock and one time password
facility.
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